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1.1 ????
??????? Web ???????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
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??????????????????????????????????????????
???????????????????????????????????????????
??Web??????????????????????Web??????????????
??????????????Web??????????????????????????
???Web?????????????????????
????????? Web ???????????????????????Web ????
??????????????????????????????????????????
??????????????????????????????????????????
???????????SNS?????????????????????????????
????????????????????????2013???????? Facebook???
????????????????????Facebook ? 950 ??????????????
?????????? [Kravets]?Web?????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
??????????????????????? [Trend Micro] Web??????????
??????????????????????????????????????????
???????????
????????Web???????????????????????????????
Web????????????????????????????????????????
? 1???
??????????????????????????????????????????
???????????????????????W3C ???? “Do Not Track" [don] ??
???????Web?????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
?????
1.2 Web?????????
Web????Web?????????????????????????????????
????????????????Cookie ??????????????????Cookie ?
????????????????????????? Same-Origin Policy?????????
?????? Cookie?????????????????????????????????
Cookie??????????????Web Browser Fingerprint????WBF???????
?????????????????WBF???????????????????????
????????????????????????????????????JavaScript??
????????????Eckersley [Eckersley 10]?????JavaScript? Flash??????
????????????WBF??? 94.2%?????????????????????
????????????WBF? Cookie???????????? 3????????
 Same-Origin-Prilcy?????????????????????????
 ??????????????????????????
 ????????????????????????
???????Web???????????WBF? Cookie???????????????
??????????WBF????Web???????????????WBF?????
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???????????????????????? “Do Not Track (DNT)"??????Web
??????????????????????????????????????????
?????Mozilla?Web????????? DNT??????????????????
??Web???? DNT???????????????????????????????
? [ign]????Web???? NAI (Network Advertising Initiative) [nai]??????????
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???????????????????????Web?????????????????
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13
? 1???
?????????????????????????? Web ????????????
????? Web ??????????????????????????????????
??????????????????????????????????????????
???????????????????????????????????????????
??????????????????????????????????????????
???????????????????????????Web?????????????
WBF????????????????????????????????????????
????? [Torres 15]????????????????????????????????
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???????????????????????????????????????????
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? 2? ????
?????Web??????????WBF????????????????
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2010 ??Eckersley [Eckersley 10] ?? Web ?????????? WBF ????????
???????? Fingerprint??? User-Agent? HTTP Accept Header??????????
??????????????????????????????????????? 94.2%?
?????????????????????????????????????????
???????? [Mowery 11]?JavaScript???? [Schmiedecker 13]??????????
? [Unger 13]????? HTML5? Canvas [Mowery 12]???????????? Fingerprint
???????????????????
Torres [Torres 15] ????????????? WBF ???? Web ??????????
????????????????????????????Web ??????????
Fingerprint?????????????????????????????????????
????????????? Fingerprint??????????????????????Web
??????????????????????????????????
Acer?? [Acar] [Acar 14]??????????????????Web?????????
? JavaScript?????????????????Web?????????????????
?????????????????WBF??????????????????????
???????
Steven ? [Englehardt 16] ?????Web ?????????100 ???????????
??????????Web ???????? Cookie Syncing ??????????????
???? Cookie????????? Ghostery?????????????????????
?????????????????????? Fingerprinting?JavaScript????????
????????????????????Web????????????????????
?? [Iso 14]??WBF?????Web?????????????????????? 4?
?????????? 1767?? Fingerprint??????????????????????
??????????????????????????? Fingerprint??????????
? 2?????
??????????????? Fingerprint???????????????????????
????? Acer ?????????????????????????????Web ?
?????????????????Web???????? Eckersley??????????
WBF???????????????Web???????????????????????
??????????????????????
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? 3? Web??????????
???
???????????????????????????WBF???????
?????????????????????????????????????
3.1 Web Browser Fingerprint???
? 3.1??JavaScript??????WBF????????????????WBF????
?????? (Entropy)? High?Med?Low??????????? (Duration)? Long?Med?
Short? 3?????????????WBF? Entropy?????????????????
????Duration ??????????????????????????????????
?????????????? Eckersley? [Eckersley 10]??? [Iso 14]?????????
??????????????????????????????????? User-Agent ?
???????????????????????????? Entropy??????????
?????????????????????????? Duration????????????
Platform???????? OS????????????OS???????????????
?????????????? Entropy????Duration??????
WBF??????? JavaScript???????????Flash? HTTP?????????
???????????JavaScript?????????Web???????????????
???????????????? JavaScript????????????????????
3.2 ???????
????????Web???????????????????????? 3.1?????
??????????????????????????????????????????
???????
?????????: ????????????GUI??????????????????
? 3?Web?????????????
? 3.1 JavaScript??????WBF
Property or Method Description Entropy Duration
toDataURL(), getImageData() Canvas image data High Short
navigator.appCodeName Code name of the browser Low Long
navigator.appName Name of the browser Low Long
navigator.appVersion Version of the brower High Short
navigator.userAgent User-Agent High Short
navigator.mimeTypes MIME types Med Long
navigator.plugins Installed plugins High Short
navigator.language Language of the brower Med Long
navigator.platfoorm Platfrom of the browser Low Long
screen.height, screen.width Size of screen Med Med
screen.availHeight, screen.availWidth Size of screen (excluding the Windows taskbar) Med Med
screen.colorDepth Bit depth of the color palette Med Med
screen.pixelDepth Color resolution of the screen Med Med
getFontList() Installed fonts High Med
getTimezoneOffset() Time Zone Med Med
???????????????????????????JavaScript???????????
????????????????Web????????????????????????
?????????????????????? 3.3.1?? 3.3.2????????Web???
?????????????????????????????????? 3.1????WBF
??????????????????????????????????????????
??HtmlUnit [htm]???????????????????????? 3.3??????
????: ?????????????????????????????????????
JSON?????????? Python??????????????????????????
??????????????????????????????????????????
??1??Web??????????? 3?10?????????????????????
??????????????Web???????????????
?????: ???????????????? JSON??????????????????
????????????????????????? 3.4???????
???????????????????????Web????????????
3.3 ????????????
3.3.1 JavaScript??????????
???????????? HtmlUnit??????????JavaScript???WBF????
??????????????JavaScript?WBF????????????????????
???????????????????????????User-Agent??????????
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? 3.1 Web????????????????
??JavaScript ? navigator.userAgent ?????????????????JavaScript
??????????????????????WBF?????????????????
????????? JavaScript?????WBF?????????????????????
???????????????????JavaScript?????????????WBF???
???????????????????
?????????????????????????????????????????
??????????????????????????????JavaScript????????
??????????????????????????????????? Fingerprint??
??????????????????????????????????????????
?????????????????????JavaScript?????????????????
?????2???????????????????????????WBF???????
???????
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? 3?Web?????????????
// 難読化前
document.write("Hello, World");
// 難読化後
eval(function(p,a,c,k,e,d){e=function(c){return 
c};if(!‘’.replace(/^/,String)){while(c--){d[c]
=k[c]||c}k=[function(e){return d[e]}];e=function()
{return‘¥¥w+’};c=1};while(c--){if(k[c]){p= 
p.replace(new RegExp('¥¥b'+e(c)+'¥¥b','g'), 
k[c])}}return p}('0.1("2, 3");',4,4, 
'document|write|Hello|World'.split('|'),0,{}))
? 3.2 JavaScript??????
3.3.2 ??????
??????????? JavaScript?????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
????JavaScript???????????????? 3.2???? eval()???????
??????
?????????????????????????????????????????
eval()??????????????????????????????????????
??????????????????????????????????????????
??? JavaScript????????????
3.3.3 ??????
???????????????????????????????????Web????
????????????????????????????Cookie???? HTTP????
????? JavaScript??????????????????????????????Cookie
????Web?????????????????????????JavaScript??????
????????? Ajax?????????????WBF???????????????
??????????????????????? Do Not Track?????????????
?????????????????Web???????????????????????
????????????????????????? A???????
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3.4????
3.4 ????
3.4.1 ??? Jaccard?????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
??????????
?????????????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
?? Jaccard???????????????????Jaccard????2?????????
???????????????????? 2?????????????????????
??????????????????????????????????????????
A,?????????????????????????????????????? B??
???????????? Jaccard???????????????
Jaccard =
jA \Bj
jA [Bj (3.1)
??????Jaccard ??? 0.7 ???????????????????????????
????????????????????????????????????2??????
???????????????????????????????????????????
???????????????????????????????? 3.3?????????
???????????????????????????????????????????
????????????????????????????????? Hostname-IP Clucter
(HIC)???????? [Zhang 11]?
3.4.2 ?????????????
Web???????????WBF?Web??????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
????????????????????????????????????????Web
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? 3?Web?????????????
Iter.1
Iteration…
Iter.2
Third-party
Jaccard≥0.7
Jaccard≥0.7Jaccard≥0.7
Jaccard≥0.7Jaccard≥0.7Jaccard≥0.7
? 3.3 ??? Jaccard??
??????? “???????"????????????? 2?????????????
?????????????????????????????
?????????????????????????????????????????
???? 3.1 ????????????WBF ? Entropy ? Duration ??????Entropy ?
Duration ??? WBF ????????????????????????????????
????????????????????WBF???? X = fx1; x2; :::; xng??????
????????????????????TA: Tracking Ability?????????????
TA =
nX
i=1
n
E(xi) + (1  )D(xi)
o
(3.2)
E ? D ????? Entropy ? Duration ????WBF ???? Entropy ? Duration ????
? 3.1 ?{High, Med, Low}?{Long, Med, Short}?????{3 ?, 2 ?, 1 ?}???????
?????????????Web???????????Duration??? Entropy?????
?????? = 0:75???Entropy? 3??????????
?????????????????????????????????????????
??????????????????????????????????????????
???Web?????????????????????????????????????
??????????????????????????Web??????????????
?????????Alexa????????????????????????Alexa????
??????????????????????????????????????????
?????????????????????????????? Y = fy1; y2; :::; yng???
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3.4????
???????????????????IS: Influence Score?????????????
IS =
nX
i=1
max(R(yi)) R(yi)

; (3.3)
???R????????? Alexa?????????max(R)?????????Web??
????? Alexa?????????
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? 4? ????????????
?????? 3?????????????????????????????
?????????????????????????????????????
??????????????????????????
4.1 ????
????? 3??????????????Web???????????????????
???????? 1?????????????????????????????????
?????????Web???????????????????????????????
???????????????????????????????????????????
???????Alexa [Alexa Top Sites]????????????????????Web??
??????????????????????????????????????????
??????????????? JavaSript???????????????? URL????
??FQDN?????????????????????????????????
?????????????????????100 ??????????????????
?Web????????????????????????? Alexa??? 100??????
?????????2016? 10???????????????????? 4.2?? 4.3???
??????? Alexa??? 10??????????????2015? 12?? 2016? 12?
??????????????????? 4.4?????
4.2 ????
Alexa??? 100??????????????? 159,337???????????????
???????? 66%???? 104,692??????????? JavaScript????????
? 1??WBF????????????????????? JavaScript?????????
WBF??????? 4.1???????Alexa???? 100???????????????
?????????????????????????????????? 4.2????Alexa
? 4?????????????
??? 1000????????? A.2??????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
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3.4.1???????? Jaccard???????? 7??????????????????
????????????????????????????????? 4.1???????
??????????????????????????????????????????
??????????????????????????????
??? ?????????
4 images.yuansu.bjmama.net, luke.mama.cn, statis1.mama.cn, static.mama.cn
4 stream.cms.rakuten.co.jp, image.rakuten.co.jp, www.rakuten.co.jp, r.r10s.j
4 i.rafnewjs.info, api.jollywallet.com, d36mw5gp02ykm5.cloudfront.net,
cdn.cloudiiv.com
4 ox-d.sinclair.servedbyopenx.com, static-10.sinclairstoryline.com, static-
17.sinclairstoryline.com, static-39.sinclairstoryline.com
4 sitefuel-static-storage.mmccint.com.s3.amazonaws.com, sitefuel-static-
storage.mmccint.com, js.ad-score.com, sf.mmccint.com
6 ws2-media1.tchibo-content.de, ws2-media8.tchibo-content.de, ws2-
media3.tchibo-content.de, ws2-media2.tchibo-content.de, ws2-media9.tchibo-
content.de
7 disney.tt.omtrdc.net, my-disneyland.disneylandparis.co.uk, cdn1.dlp-
media.com,cdn4.dlp-media.com, cdn3.dlp-media.com, cdn5.dlp-media.com,
cdn2.dlp-media.com
? 4.1 ?????????????????
???TA? IS?????????????????????????? 4.2?? 4.3??
?????????????????????????????? TA? IS????????
? 4.3???? 4.4????? 4.2???TA??????? 40?????????????
? 8????????????????????????????????WBF?????
????????TA? 40??? “cdn.krxd.net"??Krux [Krux]?????????????
???????Web?????????????????????????????????
?????????“app.trustev.com"??Trustev [tru]??????????????????
??????????????????????????????????????????
??????? 4.2?????????????????????????????????
??????????????????????????????????
???? 4.3???????IP????????????? Google?Twitter?Facebook?
??????????????????????????????????? Google ???
??????????? Google Analytics [Google Analytics]? IS????????????
??????????????????????????????????????????
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? 4.2 TA???????????????
Third-party URL TA
app-eu.trustev.com https://app-eu.trustev.com/api/v2.0/TrustevJS?key=8c369e57ce58480ea01c714343b1f4e5 40.0
app.trustev.com https://app.trustev.com/api/v2.0/TrustevJS?key=1fa4207573dd4d95be5bd2241ee09194 40.0
azraelsmerryland.blogspot.jp http://azraelsmerryland.blogspot.jp/ 40.0
cdn.krxd.net http://cdn.krxd.net/ctjs/controltag.js.4ee828218d9f71debc118d74904a389d 40.0
d9.flashtalking.com http://d9.flashtalking.com/d9core 40.0
fp.zenaps.com https://fp.zenaps.com/d9core 40.0
pythonfiddle.s3.amazonaws.com http://pythonfiddle.s3.amazonaws.com/js/codemirror.fiddle.js.gz?87 40.0
www.kraftrecipes.com http://www.kraftrecipes.com/ 40.0
s.adnxtr.com https://s.adnxtr.com/2/4.16.0/JSON-loaded.js 38.5
s.adsximg.com https://s.adsximg.com/2/4.16.1/JSON-loaded.js 38.5
ubistatic2-a.akamaihd.net https://ubistatic2-a.akamaihd.net/worldwide_analytics/tagcommander/js/tc_UbiWorld-
Wide_1.js?rand=2957050656015.556&_=1477552767284
38.5
8935842021415?b1.blogspot.jp http://893584202141523068_4503ee52d1311872c5d8154def5565beba8204b1.blogspot.jp/ 38.0
aldubfiles.blogspot.jp http://aldubfiles.blogspot.jp/ 38.0
bangaltech.blogspot.jp http://bangaltech.blogspot.jp/ 38.0
careerjobpk.blogspot.jp http://careerjobpk.blogspot.jp/ 38.0
cdn.pozvonim.com http://cdn.pozvonim.com/widget/pozvonim.min.js?build=1477383332 38.0
cdn.ztsrv.com https://cdn.ztsrv.com/js/0.5.0/ztag.js 38.0
directorblue.blogspot.jp http://directorblue.blogspot.jp/ 38.0
diwali2015greetings.blogspot.jp https://diwali2015greetings.blogspot.jp/ 38.0
engineersevanigam.blogspot.jp http://engineersevanigam.blogspot.jp/ 38.0
? 4.3 IS???????????????
Third-party Links IS
www.google-analytics.com 563941 2852204
ajax.googleapis.com 186179 935542
connect.facebook.net 167513 856852
pagead2.googlesyndication.com 147998 798859
tpc.googlesyndication.com 95230 498428
www.googletagmanager.com 84857 485791
platform.twitter.com 92854 471511
apis.google.com 92094 462348
static.xx.fbcdn.net 89231 429953
www.googleadservices.com 77027 422217
s.ytimg.com 68683 326011
www.googletagservices.com, partner.googleadservices.com 40696 266253
mc.yandex.ru 49279 245930
s0.wp.com, stats.wp.com 46538 218729
www.google.com 41397 215780
s7.addthis.com 40547 207964
code.jquery.com 41443 207419
js-agent.newrelic.com 35145 198190
ssl.gstatic.com 38369 189315
securepubads.g.doubleclick.net 26041 170655
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? Google Analytics?Facebook?Twitter????????????????????????
? 4.5??????? Alexa????????Web???????????????????
??????????????????????????????????????????
??????? Google Analytics ??????????????????????????
Web????????????????????????????????????????
??????????????????????????????????????????
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? 4?????????????
???Alexa ?????????????????????? 4.4 ??Alexa ??????
?????????????? 1???????????????????????TA???
??????????????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
?????????????
? 4.4 Alexa?????????
Alexa Rank Third-paties per first-paty Average TA
[0, 1K) 1.20 11.65
[1K, 10K) 0.64 10.93
[10K, 100K) 0.23 10.52
[100K, 1M) 0.10 10.76
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4.3Web??????????????
4.3 Web??????????????
????????????????? WBF ???????????????????
??????????? WBF ???????????PriVaricator (PV) [Nikiforakis 15]?
FireGloves (FG) [Boda 11]?RandomAgent Spoofer (RAS) [Random Agent Spoofer]?Tor Browser
(Tor) [Dingledine 04]?FP-Block (FPB) [Torres 15] ????????????????? Web
??????????????????WBF???????WBF????????????
??????????????????????Tor???????????????????
?????????????????????????????? Fingerprint???????
?????????????????????????WBF ??????? TA ?????
??????????????WBF??????????????????????????
???????????????????? IS?????????????? (Effectivity)?
?????????????????????Web???????????????????
???
???????????? TA ????WBF ????????????????????
? (Coverage)???????????? (Effectivity)?? 4.5???????????????
FP-Block????????????????????????????????? 99.9%??
??????????????????????????? PriVaricator???? 45.5%??
???????????Web????????????????????FP-Block?????
??????????????????????????????????????????
??Web????????????????????????????????????2012
?? Mowery [Mowery 12] ????????????? Canvas Fingerprint ????????
???????????FireGloves??????????????????????????
??????????????????????????????????????????
?????? FP-Block??????????????
? 4.5 WBF????????????
Tool TA Defensible sites Coverage % Effectivity
PriVaricator 6.8 47,486 45.4 5,412,746
FireGloves 18.5 93,164 89.0 14,423,593
Random Agent Spoofer 22.0 96,209 91.9 16,083,797
Tor Browser 26.5 101,521 97.0 17,222,649
FP-Block 36.0 104,589 99.9 17,657,239
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? 4?????????????
???????????????? TA? IS????? 4.6????????TA? IS??
???????????????????????????????????????Web?
?????????????????????????????WBF???????? TP?
??????????????????????????????????????????
????????????????????????????? Google??????????
???????WBF?????????????????????????????????
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? 4?????????????
4.4 Web???????????
?????2015??? 2016?? 1??????Web?????????????????
???Alexa????????????????????2015? 12??? 2015? 16?? 1
???????????????????? 17,290?? 23,831?????? 38%?????
??????2016???????????????????????IS??????????
????????? IS????? Hotjar [hot]???????Web????????????
???????????????????? Bing [bin]?Microsoft????????????
???????????????Web???? SNS???????????????????
?????????????????????Web???????????????????
????
? 4.6 2016?????????????????????
Third-party site IS
script.hotjar.com 111047
bat.bing.com 92813
t.sharethis.com 46042
ps.eyeota.net 35844
cdn.onesignal.com 34284
script.ioam.de 29901
tag.contextweb.com 27093
a.optnmnstr.com 22416
m.addthisedge.com 20987
image6.pubmatic.com 2010
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4.4Web???????????
??????????????? IS????? 4.7??????????????????
IS????? 1000???????????????? IS??????????2016????
?????? 2015??????????????????????????? 1??????
??????????????????????????????????????????
???????????????????Web?????????????????????
???????
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IS
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Dec−2015
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? 5? ??
????????????????????????Web??????????
?????????????
5.1 ????????
Web????????????? JavaScript???????? Fingerprinting???????
????? False Positive?????????????WBF???????????????
??“screen"? “height"?“width"????????????Web?????????????
?????????? Fingerprinting???????????????????????? False
Positive???????????????????????????????False Positive?
??????????????????
?????????????????????????WBF? Entropy? Duration? 3?
?????????????????????????????????????????
?????????????????????????????WBF???????????
??????????WBF? Entropy? Duration??????????????
?????Web??????? “????"???????????????????WBF
?????????????????????????????WBF??????????
??????????????????????Web???????WBF????????
??????????????????????????????????????????
??????????????????????????????????????????
???????????????????????????? Do Not Track????????
??????????????Web?????????????????WBF??????
??????????????Web????????????????
??????WBF ???????? Web ?????????????????????
Web????????????? Cookie? HTTP?????Ajax?????WBF????
??????????????????????Web??????????????????
????
? 5???
5.2 Web?????????
Web???????????????????????????????????????
?????????Web???????????????????????????????
?????????????????Web???????????????????????
??????????????????????????????????????????
????????????????????????Web????????????????
???????Web????????????????????????? Recommend??
???????????????????Interactive Advertising Bureau (IAB) [iab] ????
????Mike Zaneis?????????????????????????????????
??????????????????????????????Web??????????
???????????????????????
????Web????????? 1?????????????????????????
???????????????????????????????????????????
????????????????????????????Google???????????
??????????????????????????????????????????
???????????????????????????????????????????
??????????????????????????????????????????
???????????????????????????? 1????? Facebook????
??????????????????????????????????????????
????Web????????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????
???Web?????????????????????????????Web????
??????????????????Web??????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
????????
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? 6? ??
?????????????????????????????????????WBF??
???????????????????????? JavaScript?????????????
???????????????????????????WBF?????????????
??????? Alexa?????????????????WBF?????????????
??????????????????????????????????????????
?????????????????????????????????Web???????
?????????????????????
???????????????????????????
 ??????????????????????????Web???????????
???????
 ??????????????????????????????????
 ????????????????????WBF ????????????????
??? FP-Block?????????
 Web??????? 2015??? 2016?? 1??????????????
?????????????????????????Web??????????????
?????????????Web???????????????????????????
???????????????????????????Web?????????????
????????????????Web????????????????????????
?????????
 ?????????????? FP-Block??????
 ???????????????????????Do-Not-Track ? NAI ??????
????????????
?????????????????????????????????????????
?????
 ????????????????????????????????????????
? 6???
 ??????Guha???????? Privad [Guha 11]???????????????
????????????????????????????
Privad??????????????????????????????????????
?????????????????????????????????? 2???????
??Web??????????????????????????????????????
?????????????
? 5 ???Web ???????????????????Web ????????????
?????????????Web???????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
?????????????????????????????????????Web???
?????????????????????????????Web???????????
??????????????????????????????????????????
?????????????Web???????????????????????????
?????????Web???????????????????????????????
???????????????????????????????????Web?????
??????????????????????????????????????????
???????????????????
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?? A Appendix
A.1 Web???????????????
Web?????????????????????????? JSON??????????
????? JSON ???????? A.1 ???????????????????????
Web???????????? JSON?????? A.1????
A.2 Alexa??? 1000????????????
Alexa??? 1000?????????????????????????????????
????????????? A.2????
Key Description
rank Alexa?????
scripts ??????????? URL
cookie ????? Cookie
referer HTTP Referer????? URL
dynamic JavaScript???????????? Fingerprinting
static JavaScript???????????? Fingerprinting
static_ob JavaScript (??????)???????????? Fingerprinting
xmlhttprequest Ajax???????????????? Fingerprinting
? A.1 JSON????????
?? A Appendix
"google.com": {
"rank": "1",
"scripts": {
"https://www.google.co.jp/?gfe_rd=cr&ei=zQA_WMPvM-vO8gfZxYTYBw&gws_rd=ssl": {
"cookie": [
"NID=91=X8_AR6eP-hvRBtB2CB5gBGdTidnJJh-
VEkDzSqvrJw0gTA5rQlT1IaYoSwS9Y8_j9-7i
fwcR1OJFYyDfyX-jT7AgThUh4H8ydmEHBc5w5Hl
L4Z3ntKhxGZFT4GpjyE2X; expires=Thu,
????????????? 01-Jun-2017 16:39:44 GMT; path=/;
????????????? domain=.google.co.jp; HttpOnly"
],
"dynamic": [
"userAgent",
"platform",
"getOffsetWidth",
"plugins"
],
"referer": "",
"static": [
"userAgent",
"mimeTypes",
"plugins",
"language",
"platform"
],
"static_ob": [],
"xmlhttprequest": []
},
"https://www.google.co.jp/xjs/_/js/k=xjs.s.ja.
iaayG5SAoyI.O/m=sx,c,sb,cdos,cr,elog,hsm,jsa,r,qsm,j,d,
csi/am=AAiUdFzBAoj_h4C4hXAEqQADgw/rt=j/d=1/t=zcms/rs=AC
T90oHvVt_aix6-HWOikWiYLnz3MTySBg": {
"cookie": [],
"dynamic": [
"userAgent",
"appVersion",
"getOffsetWidth",
"getOffsetHeight"
],
"referer": "https://www.google.co.jp/?gfe_rd=cr&ei=zQA_WMPvM-vO8gfZxYTYBw&gws_rd=ssl",
"static": [
"appVersion",
"userAgent",
"height",
"width"
],
"static_ob": [],
"xmlhttprequest": []
},
"https://www.google.co.jp/xjs/_/js/k=xjs.s.ja.
iaayG5SAoyI.O/m=sy42,sy53,em3,em1,em2,sy55,em0,sy328,aa
,abd,sy80,sy79,sy78,sy81,em15,async,sy83,foot,fpe,idck,
ipv6,sy150,sy183,lu,m,sf,vm/am=AAiUdFzBAoj_h4C4hXAEqQAD
gw/rt=j/d=0/t=zcms/rs=ACT90oHvVt_aix6-
HWOikWiYLnz3MTySBg": {
"cookie": [],
"dynamic": [
"getOffsetWidth",
"getOffsetHeight"
],
"referer": "https://www.google.co.jp/?gfe_rd=cr&ei=zQA_WMPvM-vO8gfZxYTYBw&gws_rd=ssl",
"static": [],
"static_ob": [],
"xmlhttprequest": []
}
}
}
? A.1 Web????????google.com??????
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